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© T AW pilblicly Teported Tast fall, Express Scripts, the company that administers (or previously
administered) your prescription-drug benefit, received a lefter in QOctober 2008 from an unknown person
or persons trying to extort money by threatening to expose millions of our member records. We
immediately notified the FBI, and an investigation is ongoing. '

| am contacting you because the FBI recently received additional information and as a result we learned
that the unauthorized access to information included your name, social security number and daie of birth
and may also include prescription information. Aithough details regarding the situation are limited and -
we are unaware at this time of any actual misuse of your information, we believe it is important to notify
you. We continue to investigate this matter and will further advise you if we become aware that your
information has been misused.

Woe have set up a website, www.esSiSUppois. com, which contains helpful information and resources for
our mambers. We have contracted with Kroll inc., the world's leading risk-consutting company, 1o
provide expert assistance to members who believe their data may have been misused because of this
incident. We are unaware al this fime of any actual misuse of any members’ personal information. i a
member does experience identity theft resulting from this incident, he or she wilf be assigned a licensed
investigater who will work with then: to vaiidate and address their concems. We will provide identity
restoration services from Kroll for all fegitimate and approved cases of identity theft caused by this
incident.

471204367643

If you have concerns about your personal information, you may cortact Kroll, at no charge to you, at
. 866-795-8350, Monday through Friday between the hours of 8:00 a.m. to 5:00 p.m. {Ceniral Time), to
— — —EISCUSSYOUr SONCeMS wiih-a-L8 -hased-sastomel care représéntative specially trained imhandling™ 77
privacy breach events, fraud, and identity theft issues. The www.esisupports.com website aiso provides
helpful information about how 1o pratect against misuse of personal information.

Please know that protecting the security and confidentiality of cur members' personal information is our
top priority. We are working hard to fully investigate this matter and to support federai law enforcement
in their efforts,

We apologize for any inconvenlence this incident may cause and will continue with our vigorous
investigation.

Sincerely,

A 2

David E. Frimel, Senior Direcior
Cormporate Security and Safety
Express Scripts, Inc.
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The Facts

WHAT HAPPENED?

+ In October 2008, the company received a letter from an unknown person or persons trying to extort
money from the company.

« This unknown person or persons threatened to expose millions of the company’s members’ records on
the Internet if an extortion threat was not met.

« The extortion letter included information on certain members, including social security numbers, dates
of birth, and in some cases, prescription information.

» In late August 2009, Express Scripts was informed by the FBI that the perpetrator of the carlier action
had recently forwarded a letter and data file to a law firm. FBI Special Agents contacted Express Scripts
immediately.

« The data shows that the extortionist possesses additional member records from the same period of time
as those identified in the 2008 extortion attempt.

+ At this time, Express Scripts has not confirmed any fraudulent misuse of member information as a
result of this incident. However, we understand the concern that it is causing our members and we are
monitoring the situation very closely. Please visit the resource center at www.esisupports.com to see
what steps you can take to safeguard your personal information.

WHAT HAVE WE DONE ABOUT IT?
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« In November 2008, we notified our clients and members whose information appeared in the letters
from the extortionist. We notified the FBI immediately after we received communication from the
extortionist. The FBI investigation is ongoing. Our own investigation, which we launched with the
assistance of outside experts in data security and computer forensics, is also continuing.

» Express Scripts is in the process of notifying the members that were recently affected.

« We continue to offer identity restoration services provided by Kroll Fraud Solutions to anyone who
suspects they have been victims of identity theft as result of this incident.

» We are complying with state notification requirements.
« We continue to stand firm in our refusal to give in to the demands of the extortionist.
» We arc offering a $1 million reward for the person or persons who provide information resulting in the

arrest and conviction of those responsible for these criminal acts. We encourage anyone with
information about the extortion threats to contact the FBI at 800-CALL-FBI.

HOW DID IT HAPPEN?

« We believe we have identified where the data involved in this situation was stored in our systems and
have instituted enhanced controls.

» We are continuing our investigation and hope to identify those responsible for any unauthorized
access.

+ We deploy a variety of security systems designed to protect information from unauthorized access.
However, as security experts know, no data system is completely invulnerable.

s About s
e Privacy Policy
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